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MunmcTepcTBO HAyKH M BbIciero oopasoBanus PO

o N ®dopma
VY bSHOBCKHI TOCYJapCTBEHHBIH YHUBEPCUTET

®-Paboyas mporpaMma 1o JUCHHUIUINHE

1. HEJIX U 3AJAYU OCBOEHUSA JUCIUTIIJINHbI

Llesiu ocBOeHUS THCHMILINHBI:

OCHOBHOM 11€J1bI0 OCBOCHHUS TUCHUIUTMHBI «[IporpaMMHo-anmapaTHbIe CpEACTBa 3aLUThHI
uHGopManum» sgBIseTcs (OPMUPOBAHHWE Yy CTYJCHTOB 3HAHUH O CIEKTpE IMPOTrpaMMHO-
amnmapaTHbIX CpeACTB obOecrieueHus: MH(OpMAIMOHHOW O€30MacHOCTH, a TAaKKe HAaBBIKOB U
YMEHUI B MPUMEHEHUHU 3HAHMI JIJI1 KOHKPETHBIX YCIOBUUA. KpoMe TOro, 1eiapio JTUCIUIIIMHBI
SBIISICTCS Pa3BUTHE B Mpoliecce 00YUYSHHsI CUCTEMHOTO MBIIUIEHHUS, HEOOXOIMMOTO JIJIsl pEIeHUs
3a7a4 10 HACTPOWKE, BBHIOOPY M HKCIUTyaTallud IMPOrPaMMHO-ANIapaTHBIX CPEJICTB 3allUThI
uHpOpMaLIUH.

3axauu ocBOeHUS THCHUILIMHBI:

OcHOBHBIE 331a4H TUCIMILIMHBI — 1aTh 3HAHUS:

- 0 METOJIaX M CPEACTBAX 3aIIUTH HH(OPMAIIUH B KOMITBIOTEPHBIX CHCTEMAX;

- 0 3aIIUTHBIX MEXaHU3MaX, PeaIn30BaHHBIX B CPEJCTBAX 3aIUTHl HHPOPMALIMOHHBIX CH-
cTeMm;

- 0 COBPEMEHHBIX ITPOTpaMMHO-aNNapaTHBIX CPEJCTBAX 3aIUTHl HHPOPMALIUY;

- 0 IPUMEHEHHH CPEACTB KpUITOrpaguyeckoi 3amThl HHGOPMAIMH U CPEICTB 3AIUTHI
unpopmanuu ot HCJI anst perienus 3aa4 odecrneueHuss HHPOPMaMOHHONW 6€30MaCHOCTH.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

Jucuunnuna «[IporpaMMHo-anmapaTHble CpefCcTBa 3alIUTHl HHPOPMAIUI» U3YydYaeTcs B
8 ceMmecTpe W OTHOCHUTCS K 00s3aTenpbHONM dYacTH guciumuinH Onoka b1.0O cnenumanbHOCTH
10.05.03 "NudopmarnmonHas 6€30MacHOCTh aBTOMaTU3UPOBAHHBIX CHCTEM".

Kypc yueOHON MUCHUIUIMHBI TECHO YBS3aH C APYTUMHU YYCOHBIMH JMCUIUILTMHAMH, B
nepBylo ouepenp ¢ KypcamMu «®Pusnka», «IJIEKTPOHHKA M CXEMOTeXHHKa», «be3omacHOCTh
OTIEPAITMOHHBIX cUcTeM», «OCHOBBI MH(POPMAIIMOHHON Oe3omacHOCTH», «MeToabl U CpeacTBa
3alUThl UHPOPMAIMU OT YTEUKH IO TEXHUYECKHM KaHaiam», «CUCTeMbl M CeTH Mepenauu
uH(GOpPMAIIUN, TTO3BOJISIONIMME TOHATh (PU3UYECKYI0 CYIIHOCTh BOZHUKHOBEHUS TEXHUYECKHX
KaHaJOB YTEUYKH HH(POpPMAIMH, BO3MOXHOCTH COBPEMEHHBIX CPEICTB TEXHUYECKOW pa3BEIKH,
METOJIBI ¥ CLIOCOOBI 3aIIUTHI OT YTEYKU MO0 TEXHHYECKUM KaHaJIaM.

Jlis OCBOEHHUS TUCHUIUIMHBI CTYACHT JOJDKEH MMETh CIIEQYIOIINE «BXOIHBIC) 3HAHMUS,
YMEHHSI, HABBIKA U KOMIICTCHIINH:

3HaHHE 0a30BBIX MOHATUI B 00MacTU (U3KMKH, BHIYUCIUTEILHON TEXHUKH, SJEKTPOHUKU
U CXEMOTEXHUKH;

CIOCOOHOCTH MCMOJIb30BaTh HOPMATUBHbBIE MIPABOBbIE TOKYMEHTHI;

CIIOCOOHOCTH aHAM3UPOBATH MPOOIEMBI U IPOIIECCHI;

CIIOCOOHOCTh HCIIOJIb30BATh OCHOBHBIE 3aKOHBI €CTECTBEHHO-HAYYHBIX JHCUUIUIMH,
MPUMEHSTh METOJIbI MATEMaTHIECKOTO aHAIM3a i MOJACITUPOBAHUS.

OcHOBHbBIE TOJOKEHUSI NUCUUIUIMHBI MCIONB3YIOTCS B JaJbHEUIIEM MPH HU3yYEHUH
TaKUX JUCIHILTUH KakK: «be30macHOCTh BEIUMCIUTENBHBIX CeTei»; «Pa3paboTka u skcIuTyaranus
3alUIIEHHBIX aBTOMATH3UPOBAHHBIX CUCTEM»; «be30macHOCTh OTKPBITHIX HMH(YOPMAIIMOHHBIX
cuctem»; «HCTpyMEHTalIbHBIE CpPEACTBA  KOHTPOJIS  3alIUIIEHHOCTH  HH()OpPMAIIUI;
«CepTtudukanus cpeacTB 3alUThl HHPOPMALTHI.
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3. HEPEYEHD IIVTAHUPYEMBbIX PE3YJIbTATOB OBYUYEHMUSA
IO AMCIUMIIVIMHE (MOYJI10), COTHECEHBIX C IINTAHUPYEMbBIMH
PE3YJbTATAMHU OCBOEHHS OBPA3OBATEJBbHOM ITPOT'PAMMBI

[Ipomiecc wm3yueHus AUCHUIUIMHBI HAmpaBieH Ha (GOPMHPOBAHUE CIEIYIONMINX
KOMIIETEHIINN:
Kon )/ | HanMeHoBaHue | [lepeyeHb MNUIAHUpPYEMBIX Ppe3yJbTATOB OOy4YeHHS] 10

peaiu3yeMoi KOMIIeTeH UM

AUCHUIIAHE (MOIYJII0), COOTHECEHHBIX ¢ HHIANKATOPAMH
JOCTHKEHHsI KOMIeTeHITHit

OIIK-9 - CnocoGen pemats | 3HATH:

3agayn  Mpo¢)eCCHOHATBFHOM | OCHOBHBIC 3a/1aul PO(EeCCHOHATBHOM IESTENBHOCTH C YIETOM

NESATEeNbHOCTH  C  YYeTOM | TEKYLIETO COCTOSIHUS " TEHICHIUI pa3BUTHS

TEKyIIETO  COCTOSHUS W | MHQOPMALMOHHBIX ~ TEXHOJIOTHH, CpPEACTB  TEXHUYECKOU

TEH/CHIUI pa3BUTUSI UHGOP- | 3aLIUTHI HH(OPMAIIMH, CETEH U CUCTEM Ilepeadn HH(OpMaIH

MAaIlMOHHEIX TEXHOJIOTHH, | YMeTh:

CpeAcTB TEXHUYECKOH | pemiaTh 3a1auu Npo(ecCHOHANBHOM AEATENBHOCTH C YYEeTOM

3amuThl MHQOpPMALUH, CEeTeH | TeKyIIero COCTOSIHUS " TEHJICHINH pa3BUTHSA

" cuCcTeM nepeaayn | UHQOPMAIIMOHHBIX ~ TEXHOJIOTUH, CPEACTB  TEXHUYECKOH

uHpOpMauu 3aIUTHl MH(OPMAIIUH, CETEH U CHCTEM Tepeadn
Baanern:

HaBBIKaMH PEIICHHS 3a/1a4 MPO(ECCHOHANBHON JIESITETbHOCTH
C YYETOM TEKYIIErO COCTOSIHUS W TEHICHIMHA pa3BUTHS
MH()OPMAIMOHHBIX TEXHOJIOTHH

OIIK-10 - Cmocoben wuc- | 3HaTh:

MOJIb30BaTh CPEJCTBA KPHII- | OCHOBHBIC cpencTBa KpHIITOrpaguIecKoi 3aIINTHI

Torpaduyeckoi 3amMThl | UHQOpMAIMM,  HUCIOJNb3yeMble  TpU  pPEUIeHHH  3a7ay

nHpOpManuu TIPU peuieHUuU | MPOoPECCUOHATHHON IEATETLHOCTH

3a7a4 npoeCCHOHATIBHON | YMeThb:

IEATeNbHOCTH HPaBUIBHO UCTIOJIB30BATh OCHOBHBIE cpencTBa
Kpunrorpaguueckon 3amuThl MHGOpPMAIMM TpPU  pEIICHUH
3a1a4 MPoQeCcCHOHATIBHOM eI TebHOCTH
Baaners:

HAaBBIKAMH TIPABUJIBHOTO HCIIOJIB30BAHUSI OCHOBHBIX CPEICTB
Kpunrorpaguueckon 3amuThl MHGOpPMAIMM TpPU  pEIICHUH
3a1a4 IpoQecCHOHATILHOM JesITeNbHOCTH

OIIK-13 - CnocobGen opra- | 3HaTh:

HU30BBIBATh M IPOBOAWTH | MOPSJOK JMArHOCTUKM M TECTHPOBAHMSA CHCTEM 3aIIUTHI

JIUAarHOCTUKY M TECTHPO- | HHPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM

BaHME  CHCTEM  3AIIUTHl | YMETh:

uHpOopMaIuu aBTOMATH- | OPTaHU30BBIBATh M MPOBOJUTH TUATHOCTUKY U TECTUPOBAHHE

3MPOBaHHBIX CHCTEM, TIPO- | CHCTEM 3alluThl MHPOPMAINK aBTOMATH3MPOBAHHBIX CHCTEM,

BOJUTh aHAIMU3 YA3BUMOCTEH
CHCTEM 3allluThl UHpOpMaLUH
ABTOMAaTHU3HPOBAHHBIX
CHCTEM

IPOBOJIUTH aHAIN3 YSI3BUMOCTEH CUCTEM 3aLIUTHI MH(DOpMAITUH
ABTOMATU3UPOBAHHBIX CUCTEM

Baagern:

HaBbIKAMU OpraHU3allMd M TPOBEACHUS JUArHOCTUKU U
TGCTI/IpOBaHI/IH CUCTEM 3alllUThI HH(bOpMaL[I/II/I aBTOMaTI/IBI/IpO-
BAHHBIX CHCTEM, MPOBEACHHUS aHadu3a YySA3BUMOCTEM CUCTEM
3alIUTHI I/IHq)OpMaLII/II/I aBTOMaTI/I3I/IpOBaHHBIX CUCTEM

dopma A
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4. OBIIAA TPYJTOEMKOCTDb JUCIIAITJIMHBI

4.1. O0beM TUCHUILIMHBI B 3a49€THBIX eIUHHUIAX (Bcero) 4.
4.2. O0beM IMCUMILUIAHBI 10 BUAAM yUeOHOi padoThl (B 4acax):

Bup yueonoii KoanuectBo yacoB (popma oOyueHusi _ ounasn )
padoThl
Bcero no niiany B 1.4. mo cemecTpam
8 cemecTp
KoHnrtakTHas
padora 90 90/90%
00yJaromuxcs ¢
IpernojiaBaTesaeM
AyIuTOpHBIE 90 90/90*
3aHSITHS:
Jlexun 36 36/36*
IIpakTrueckue u
CEMHUHAPCKHE 36 36/36*
3aHSTHS
JlaGopaTopHbie
padors 18 18/18%
(;1aGopaTopHbIiA
MPAKTUKYM)
CamocrosiTenbHas 18 18
pabota
dopma TEKyIIEero -TectupoBanue
KOHTPOJISI 3HAHUN HAa CeMHUHApaXx;
U KOHTpOJNs ca- - BOIIPOCHI MpHU
MOCTOSITEIbHON 3amure gabopa-
paboTHI: TOPHBIX padoOT
TECTUPOBAHUE, - pepepatsl Ha
KOHTp. padorTa, 3aJlaHHBIE TEMBI
KOJUTOKBUYM,
pedepar u ap. (He
MeHee 2 BUJIOB)
Kypcosast pabota
Bunnr
IPOMEKYTOUHOU IK3aMeH 9K3aMeH
aTTeCcTalluu 36 36

(9K3aMmeH, 3a4eT)

Bcero yacos o
JUCLIUTIIIINHE:

144 ¢ sx3amMeHOM

144 ¢ 3x3aMmeHOM

* B cinyyae HEOOXOIUMOCTH HCIOJIB30BAHUSA B YUEOHOM IPOLIECCE YACTUYHO/MCKIIIOYUTEIHHO
JMCTAaHIMOHHBIX 00pa30BaTENBHBIX TEXHOJOTMH B TalnWIe uepe3 Clell yKa3bIBaeTCs
KosimgecTBO yacoB padotsl [ITIC ¢ oOyuaronmucs i MPOBEACHUS 3aHATHH B TUCTAHIIMOHHOM
dbopmare ¢ MPUMEHEHHUEM SJIEKTPOHHOTO OOYYCHHS.

dopma A
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4.3. Conepxkanne TUCHHUILINHBI (MoayJif.) Pacnpenenenne 4acoB mo reMamM 1 BUIaM

yueOHo# padoThI:

®opma o0yueHHs OuHas
Bcero Bujpl yaeOHBIX 3aHATHI
Ha3zBanue pa3ziesios u Tem Ca-
AyIUTOpPHBIEC 3aHATHUS MOC-
3aHATHS B o5 dopma
WHTEpaK- TEKYLIErO
Tex. | [IPaKT. |JIabopa-|  rypmoit T;:Z_ KOHTpOJIs
[y | AHATH, | TODHBIC | hopme Eo SHAHHI
ceMuHap| paboThl pabo
T2
Pazgen 1. OcHOBHBbIE NPUHUUIIBI K METObI CO3IaAHUS MPOrPAMMHO-ANINAPATHBIX
cpeAcTB o0ecnieyeHnsi HHPOPMANMOHHO §€30MACHOCTH
1. Tlpenmer w 3amauu guc- 3 2 1 Tecter T1,
uumHbl  «IIporpaMmMHo-an- pedepar 11
napaTHbele cpeacTBa uH)Op-
MaIlMOHHON  0E30MacHOCTI
(ITACOWUB).
2. Anamus yrpo3 uHpoOpma- 3 2 1 | Tecrsr T2,
LIMOHHO} 6€301acHOCTH pedepar 12
3. MexaHusMbl  3alUTHIL. 5 2 2 1 Tecter T3,
[Monutrka 6Ge30MacHOCTH B ped. 13, 14
UHPOPMALIMOHHBIX  CHCTe-
Max
4. OCHOBHBIE TPUHIUIIBI B 5 2 2 1 Tecter T4,
paboTe  IPOrpaMMHO-arIa- ped. 13, 14
paTHBIX CpeACTB obecrede-
HUS nH(pOpMAITHOHHOM
0e30MacHOCTH
5. TumoBasg cTpykTypa H 5 2 2 1 | Tectwr TS,
OCHOBHBIE ~(YHKIMH  TIPO- pedepar 15
rpaMMHO—aIapaTHBIX
cpencTB obecrnieueHuss MHGPO-
pPMaIMOHHON 6€30MacHOCTH
6. Metonpl pasrpaHUYEHHUS 3 2 1 Tects! T6,
JOCTYyNla W yIpaBJIEHHs pedeparl6
JOCTYIIOM
7. Metonpl o0OecreueHHS 5 2 2 1 Tectel T7,
UIeHTU(UKAIIUT U ayTCHTH- pedepar 17
dbukanuu
8. Metoapl U cpencTBa Xxpa- 9 2 2 4 4 1 Tecrter T8,
HEHUs KIIOYEBOH MH(pOpMa- pedepar 5?
UH JIab. pab. 1

Pa3nea 2. IIporpaMMHo-anmapaTHbie CpeACTBA 3alIUTHI MHGOpPMALHH OT
HECAHKIIMOHMPOBAHHOIO J0CTYIA

9. 3ammuTa OT HE3aKOHHOI'O 5 2 2 1 Tecter T9,
KOTIUPOBAaHUSI W  HCIOJb- pedepar 1
30BaHHUS IPOTPAMM

10. 3ammra OT paspyma- 5 2 2 1 | TectwT10,

dopma A
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IOIMUX IPOrpaMMHEIX BO3- ped. 2,7

JNIEUCTBUA W M3Yy4YEHHUs KoJa

nporpamm

11. OcHOBHBIE MOAXOIBI K 5 2 2 1 | Tecter T11,

3anure qaHabix oT HCJL ped. 18,3

12. Onpenenenne ¢axra g0c- 7 2 4 4 4 1 | Tectsr T12,

tyna Kk ¢ainam. [Joctyn x pedepar

JAHHBIM CO CTOPOHBI TIPO- 16, JIa6.

recca pao. 2

13. OcoOEHHOCTH 3aIlMUTEI 7 2 4 4 4 1 | Tectsr T13,

JAaHHBIX OT U3MEHECHMSI pedepar 8,
JIab. pab. 3

14.  OcHoBHBIE  CpencTBa 11 2 2 2 2 1 | Tects T14,

KpUNITOTPaUIECKOM 3aITUTHI pedepar

19, JIab.
pab. 4

15. TTACOUBb B ceTsax 1e- 15 2 4 4 4 1 | Tectmr T15,

penavyn JaHHbIX ped. 4,9

16. YmpasneHnue Oe3omacHo- 5 2 2 1 | Tectsi T16,

CTBIO CETH pedepar 10

17. Cepruduxamus C3U1 10 4 4 2 | Tectsr T17,
pedepar 20

Uroro: 108 36 36 18 18 18

5. COAEP) KAHUE JUCIHUIIJIMHBI (MOAYJIS)

Pasnen 1. OcHOBHble NPUHIUINBI CO3JAHHUSA NPOrPAMMHO-ANNAPATHBIX CPeACTB
oOecreyeHus1 HHGPOPMALMOHHON 0€30MACHOCTH

Tema 1. Ilpenmer u 3amaun gucuuiuiHbl  «lIporpaMMHo-anmapaTHble CpencTBa
nHpopmarnmonHoi 6e3omacuoctn» (ITACOUB).

OcHoBHble TOHSATUA u omnpenenenus B co3ganuu [TACOUB. Ilpenmer u 3amaum
nucnurnHabl. HopmaTuBHO-TIpaBoBast 6a3a co3nanus u ucnoiabzoBanus [IACOUD.

Tema 2. Ananu3 yrpo3 nHpopMaMoHHOH 0€30MacHOCTH.

[Tonstue  nmoctyma, cyOBekT ©  oObekT jgoctyna. Kiaccudukamus — yrpo3
uHpopMaMoHHON Oe3omacHocTH. Kananbl yTeukn uHGpOpManuu. YTpo3bl, 00YCIOBJICHHBIC
YeJIOBEYECKUM (PAaKTOPOM, TEXHUYECKUMHU CpPEeACTBaMH, (HOpC-MaKOPHBIMU OOCTOATEIHCTBAMH.
Mogens HapymIuTENs.

Tema 3. Mexanusmsl 3amuThl. [lomuTrka 6€30MacCHOCTH B KOMITBIOTEPHBIX CHCTEMAX.

TpeboBanus k 3amnumenHocTd. OleHKa 3alUIIEHHOCTH Moenu yrpaBiIeHHsI TOCTYIIOM.
Oyukiuu  sapa OezonmacHocTd. CrocoObl 3alIUThl KOH(PUACHLUUAIBHOCTH, LETOCTHOCTH U
noctynHocty B KC. Knaccugukanus ¢yHKIHOHATBHBIX TPeOOBaHUI MO 3amiuTe HHPOPMAIUH.
TpeboBanus k 3anuieHHoctr UC Ha ypoBHE 3alMThl 0OBEKTOB, 3aIIUTHI JIMHHUM, 3amUTh B/I,
3aIIUTHI TOICUCTEM yripaBieHus. [lomuTuka 6e30MacHOCTH.

Tema 4. OCHOBHBIE TPUHIMIBI B CO3JaHUU MPOrPAMMHO-AIIAPATHBIX CPEICTB
obecnieueHns MHHOPMAIMOHHON OE30MTaACHOCTH.

Knaccudukamms [TACOUB. ®dyuknuonanbapie Bo3MokHocTH [TACOUD. Ilpunitums
pa3pabotku ITACOUbB. Konuemnmus aucrnerdepa pocryna. OyHKIMOHUpOBaHME IUCIETYEpa
JOCTyNa TMpH YIPaBIEHUU OCTYIIOM K 3alluiiaeMbiM pecypcaM. [lopsiiok mpoeKThpoBaHUS
I[TACOUB. Mogens cuctemsl 3amuThl nHbopMaruu (C31).

Tema 5. TwumoBas CTpyKTypa H OCHOBHBIE MpPOrpaMMHO—aINapaTHBIX CPEJCTB
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obecrnieueHus UHHOPMAIIMOHHOM O€30MTaCHOCTH

Crpykrypa ITACOUB. Kommnonentsr u mojacuctemsl. Tumnobie (ynkimu [TACOUB.
Obs3arenbHble TpeOoBanus no obdecrnieuennto Ub, npeabsasnsemsle k ITACOUB. IepcnekTiBbI
pasButusa [TACOUB. Ilpunnuner neWictBuss ¥ TexHojormudeckue ocoberHHoctu I[TACOUB,
peanu3yomux OTAeIbHbIe (YHKINOHATIbHBIE TPeOOBaHMS MO 3auIuTe WHPOPMALMK U JaHHBIX,
UX B3aUMOJICHCTBHE C OOIECUCTEMHBIMI KOMIIOHEHTAMU BBIUUCIUTEIBHBIX CUCTEM.

Tema 6. MeTo1bl pa3rpaHUyeHUs 1OCTYIIA U YIIPaBJIEHUS JOCTYIIOM

Metonel  orpaHmyeHMss ~— AOCTynma M ymnpasiaeHus — goctynoM.  Ilonstue
HecankimonupoBanHoro gnoctyna (HCJl). Kmacest u Bumet HCJH. Wnentudukanus u
ayreHTH(uKanus. [laponbHble cucTeMbl. JIMCKpELIMOHHOE yNpaBlIeHUE IOCTYNOM. MaHaaTHoe
yhpasiieHue 1ocTynom. PoneBoe ynpaBieHne JOCTYIIOM.

Tema 7. Metonpl oOecrieueHust UACHTU(PUKAMYA U ayTEHTU(DUKAITAN

3amaua uAeHTU(UKAUK Todb3oBarensd. [loHATHE TPOTOKONA  WACHTU(DHUKAIHH.
JlokanpHass M ynaneHHas wuaeHTuGukanus. Mnentudunupyromas undopmanus. Ilonsatue
uaeHtTupunupyromeit napopmaruu. CrnocoObl XpaHeHUs UACHTUDHUIMPYIOUIEH HH(POpPMAIUH.
CBs3b ¢ KIII04eBbIMH cucTeMaMu. CUMMETpUYHBIE METO/Ibl ayTeHTHQHKanuu. Hecummerpuunsle
METO/bl ayTeHTH(HUKAIMU cyObekTa. AyTeHTH(ukanus oObekra. ABTopm3anus. KonTpomns u
YIPAaBIEHUE JOCTYIIOM CPEACTBAMH OIECPALMOHHOM CHCTEMBI M IPOTrPAMMHO-ANIAPaTHBIMU
TEXHUYECKUMHU CPEJICTBAMMU.

Tema 8. MeTonpl u cpesicTBa XpaHEHUS KIIFOUEBOU HHPOpMAITUH

Wudopmanus, wucnonsdyemas Jii  KOHTPOJS — JOCTyNa: KIIOYM M MapOJIH.
3NM0yMBIIIICHHUK W KIo4M. Kiaccudukanus cpeacTB XpaHEHUs KIOYeH M UACHTU(U-
mupytomeit uHdopmaruu. OpraHuzanusi XpaHeHHs Kio4yeid. MarHuTHble JUCKHA TPSMOTO
noctyma. CpenctBo TouchMemory. TumnoBsie pemieHHsi B OpraHU3aIMH KIFOYEBBIX CHCTEM.
OtkpeITOE pactpenencHue kiaodeil. Meron ynpasisieMbIX BEKTOpoB. IlepcoHanbHble cpencTBa
ayTEeHTU(UKALNU 1 3aLIUIIEHHOI0 XPAHEHUS IaHHbIX.

Pazpen 2. IIporpaMMHoO-annmapaTHbie CpeACTBA 3alUThl HMHGOPMAIMU OT
HECAHKIMOHMPOBAHHOIO J0CTYIA

Tema 9. 3amuTa OT HE3aKOHHOTO KOIIMPOBAHMSI U UCIIOJIB30BAaHUS IIPOIPaMM.

Knaccuukanus anmapaTHbIX M NPOrpPaMMHBIX KOMIIOHEHTOB 3alUThl IPOrPaMM.
Crpykrypa I10. CriocoOsr BeTpanBanus cpeacts 3amuthl B [10. CriocoOwl onpenenenus (akra
HE3aKOHHOTO KONHPOBAaHMUS M HCIOJb30BaHMA IporpamMm. CrnocoObl 3alllUThl OT HE3aKOHHOTO
KONIMPOBaHUs M ucmnosib3oBaHud nporpamm. [lpussska IIO k annmapaTHOMY OKpYXEHHMIO U
(U3NYECKUM HOCUTENSIM KaK €IMHCTBEHHOE CPEJCTBO 3aIlUThl 0T Konuposanus [10.

Tema 10. 3ammTa OT paspylIarOlIMX HPOrpPaMMHBIX BO3IAECHCTBHM M HM3Y4YEHMs KoOJa
IIPOIPaMM.

CrniocoOsr m3yueHus koga nporpamm. O6pataoe npoekrupoBanue [10. CriocoOb! 3auThI
nporpaMMm OT M3ydeHus kojaa. OCHOBHBIE MPUHIMIBI O0ecredeHus: Oe30MaCHOCTH MPOrpaMM.
3ammra OT pa3pylIAlOIIMX MPOrpaMMHBIX Bo3JeicTBUi. Bupychl kak ocoOblii  Kiacc
paspymiaronmx MporpaMMHBIX — Bo3naelcTBuil. HeoOxomuMmble ©  JOCTaTOYHBIE  YCIIOBHS
HEJOMYIIEHUs pa3pylIAloIIero Bo3aencTsys. [IoHATHE H30JIMPOBAHHON IPOIPAMMHON CPEMBI.

Tema 11. OcHOBHBIC MOAXOBI K 3amuTe ganHbix oT HC/I.

@aiin kak 00BekT goctyma. OeHKa HAJAEKHOCTH CUCTEM OrpaHHuYEHHs JOCTyra —
CBEJICHUE K 3a/a4e OLICHKU CTOMKOCTU. Mepapxudeckuit moctym K ¢ainam. [Torstue arpudyToB
nocryna. Opranu3anus goctyna K ¢aitiam B pazmuuabix OC. 3ammra ceteBoro (haitioBoro
pecypca. Knaccudukanus nporpaMMHO-annapaTHeIX CPEICTB 3aLIUTHl OT HECAHKIIMOHUPOBAH-
HOTO JI0CTyMa K nHpopmauuu, xpaaumoii B [I9BM. XapakrepucTuky MporpaMMHO-annapaTHBIX
CPENICTB 3alUThI OT HECAHKIIMOHUPOBAHHOTO J0CTyMa K nHpopManuu, xpanumoi B [I3BM

Tema 12. Onpenenenue ¢akra gocryna K (ainaM. JlocTyn K JaHHBIM CO CTOPOHBI MPO-
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ecca.

Cnoco6sl  ompenenenusi  ¢akta  poctyma. JKypHamel — goctyna.  Kpurtepum
WH(OPMATUBHOCTH KYPHAJIOB OCTyNa. BEISBICHHE ClIeI0OB HECAHKIIMOHUPOBAHHOTO JOCTYTA K
daiinam, meroa uHUIMUpoBanHoro HCJI. ITonaTtue moctyma K JaHHBIM CO CTOPOHBI MpoIlecca:
OTJINYUSA OT JOCTyNa CO CTOPOHBI MoJib3oBaTens. lloHsATHE M HpUMEpPHI CKPBITOrO JOCTYIIA.
Hapexxnocts cucrem orpanuyeHuss goctyna. [loHsTue snekTpoHHOro 3amka. [IpuHIumbI
MOCTPOCHUS ¥ (HYHKIIMOHUPOBAHHS DJICKTPOHHBIX 3aMKOB. MeXaHH3MbI KOHTPOJIS anmapaTHON
koHpuryparuu [I9BM.

Tema 13. OcoGeHHOCTH 3alTUTHI JAHHBIX OT U3MCHECHHUS.

3ammTa MacCMBOB MH(poOpManuu oT m3MeHeHws. Mmuro3zammra. Kpunrorpaduueckas
MOCTAaHOBKA 3aIUTHI OT U3MEHEHHUsI JaHHBIX. [101X0bI K pelIeHuIo 3a/1auu 3alUThl JaHHBIX OT
u3MmeHenusa. Ilonxon Ha ocHoBe ¢opMupoBaHus wumMuTonpuctaBku. Ilogxon Ha ocHOBe
dopMupoBaHus XdUI-QYHKIUH, TpPeOOBaHHS K TIOCTPOCHHIO U CIOCOOBI  peallu3allvy.
®opmupoBanue dnekTpoHHoM moamucu  (DI). OcobeHHOCTH 3alMTBI  JTOKYMEHTOB U
ucronHiAeMbIX (aiinoB. [IpoGiiema CaMOKOHTPOJS MCHONHSAEMBIX MOAyJel. Mcmonp3oBaHue
C3U «Dallas Lock» nms 3amuThl OT HECAHKIIMOHUPOBAHHOTO W3MEHEHHWS, YCTAHOBKH WM
yJaJeHue mporpamm 1 (Haios.

Tema 14. Metoabl KpunTorpaduyecKon 3amuThI.

Knaccupukanus meTomoB Kpunrorpaduueckoro mpeodpasoBanus. HopmaruBHo-
npaBoBasi 0a3a. TpeOGoBaHus K MNpOrpaMMHO-aNIapaTHbIM KOMIUIEKCaM MU (poBaHMUs.
HeobxomuMbie 1 goctaTouHble (YHKIIUU allapaTHOTO CPelCcTBa Kpunro3amwuTthel. [locTpoeHue
amnmapaTHhIX KOMIIOHEHT KPHUIITO3aIIUThI AaHHBIX, criennanu3upoanHsle CBMC kak HocuTenn
anropuTMa mu@poBaHus. 3alUTa aNropuT™Ma MUGPOBAHUS; IPUHITUIT YyBCTBUTEILHON 00IacTH
Y TIPUHLUI TJIAaBHOTO KITIOYA.

Tema 15. IIACOUB B cetsix nepenadn TaHHBIX.

Knaccudukanuss mnporpaMMHO-anmapaTHBIX CPEACTB 3aIIUThl MH(DOpPMAIMM B CETAX
nepegaud JNaHHBIX. [IpuHOUIBI mMOCTpoeHUs M (YHKIIMOHUPOBAHMSI MEKCETEBBIX IKPAHOB B
ceTsx mepeAaun AaHHbIX. [IporpaMMHoO-anmapaTHBIE CPEICTBA MEXKCETEBOIO 3KpPaHUPOBAHMUS.
OcHoOBHbBIE MPUHIMIBI 3aIUTH MHPOPMALMK TpU Nepeaade mo KaHanaMm cBsizu. [IporpammHo-
anrmapaTHble CpeJCTBa 3alIUThl MH(OpMAIUKM IMpH Mepefaye 1Mo KaHamam cBsi3u. OCHOBHBIC
OPUHLUIBI OOHApYXEHHUsI ceTeBbIX aTak. OCHOBHBIC NPUHIUIBI 3aIIUTHI OT CETEBBIX aTak.
Me:xcereBbie 3kpanbl. CpencTsa sxkpanupoBanus. OOHapyKeHUE CETEBBIX aTakK.

Tema 16. Ynpasnenue 6€30MacHOCTBIO CETH.

OCHOBHBIC TPUHIMIBI YHOpaBiIeHUS O0€30MacHOCThIO ceTu. lIporpamMmHoO-ammapatHbie
cpeiacTBa ympaBieHus Oe3zomacHocThio ceTd. llltatHble cpencTBa ceTeBOro 00OpYIOBaHMUS,
npeaHa3HauYeHHbIE I 3alIUThl HH(OPMAIMK NIPU Tiepeiade Mo KaHaiaM CBSI3U

Tema 17. Ceptuduxarus C3U.

Cucrema ceprupukanun C3U. 3agaum ceprudukamuu [TACOUB Ha cooTBercTBHE
TpeboBaHUsIM HHPOPMAIMOHHON Oe3omacHocTu. HopmartuBHO-TpaBoBasi 0a3a cepTudUKAIIN
[TACOUB Ha cooTBeTcTBHE TpeOOBAaHUAM HHPOPMALMOHHON Oe30macHOCTH. TeXHOIOTHs
ceprudukanuu [IACOUD Ha cooTBeTcTBHE TpeOOBaHUIM MH(GOPMAITMOHHON 0€30MTaCHOCTH.

6. TEMBI IPAKTUYECKHWX 1 CEMUHAPCKHNX 3AHATUM
6.1 IIpakTryeckue 3aHATUS HE TPEAYCMOTPEHBI yUeOHBIM IUIAHOM JAUCLUTIINHBL.

6.2 TeMbl ceMUHAPCKHUX 3aAHATHI:

Pasnen 1. OcHOBHble NPUHIUINBI CO3JAHHSA MPOrPAMMHO-ANINAPATHBIX CPeICTB
oOecrieyeHus1 HHPOPMALMOHHOM 0€30MACHOCTH
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Tema 3. Mexanusmsl 3amuThl. [loauTrka 6€30MacHOCTH B KOMIBIOTEPHBIX CHCTEMax
(cemuHap).

1. Mogenu ynpaBiaeHHs 1OCTYIIOM.

2. CnocoOsI 3amMTHl KOH(PHUICHIIMATIBHOCTH, IIETOCTHOCTH U gocTynHocTH B KC.

3. Tpeboanus k 3amuiieHHoctd MC Ha ypoBHE 3alUThl OOBEKTOB, 3aLIUTHI JTUHUH,

3amuThl b/l, 3aMThI MOACUCTEM yIIpaBICHUS.

4. TlonmuTuka 6€30MacCHOCTH.

Tema 4. OcCHOBHbIE NPHUHIUIIBI B CO3JIaHUM B CO3JaHUM ITPOTPaMMHO-ANNapaTHBIX
cpeacTB obecrnieueHUst UHPOPMALIMOHHOI 0€301MacHOCTH (CEMHHAP).

1. Tpunuuns! paspadotku [TACOUB.

2. OyHKUMOHMPOBAaHWE JUCHETYEpa JOCTyNAa TMpPU  YOPABICHUH JOCTYIOM K

3aIUIIAEMBIM pecypcam.

3. IlIpoektupoBanne [TACOUD.

4. Mopenb cucteMsl 3auuThl nHdopmaru (C31).

Tema S. TumnoBas cTpykTypa ¥ OCHOBHBIE (DYHKIIMH MPOrPaMMHO—AIIapaTHBIX CPEICTB
oOecrieyeHns HHPOPMALIMOHHOM 0€301MacCHOCTH (CEMHHAP).

1. Crpykrypa [IACOUB. KOMIIOHEHTHI U MOJICUCTEMBI.

2. O6s3arenbHble TpeboBaHus Mo odbecneuenuto b, npenpssusemsie k [IACOUB.

3. [Ilpunnuner nevictBus u TexHosorumdeckue ocooenHoctu [TACOUD, peanuzyromux
oThenbHble (YHKIHMOHAJIbHBIE TpeOOBaHMA TO 3amMTe HMHPOPMAMM U JAHHBIX, UX
B3aMMOJIeCTBHE ¢ O0LIECHCTEMHBIMI KOMIIOHEHTAMH BBIYMCIUTENbHBIX CHCTEM.

Tema 7. Metoas! obecriedeHrss HACHTUDHUKAIMY U ayTeHTU(UKAINH (CeMUHAp).

1. JlokanpHas U ynajaeHHas UACHTU(UKAIHUA.

2. CnocoOsl XpaHeHUsI UASHTUPHUIUPYIOLIeH HHPOpMALIUH.

3. CBs3b C KIHOYEBBIMU CUCTEMAMU.

4. KoHTposb U yNpaBiI€HHE JOCTYIIOM CpPEICTBaMU OINEPALMOHHON CHCTEMBI H
IIPOrpaMMHO-ANNapaTHBIMUA TEXHUYECKUMHU CPEACTBAMU.

Tema 8. MeTos! U cpeicTBa XpaHEHHs! KIIIOUEBONH HHPOPMALIUU (CEMHHAP).

1. Wudopmarus, ucnonb3lyemas JUisi KOHTPOJIS AOCTYIa: KIIOYU U TapoJIu.

2. 3710yMBILUIEHHUK U KJIIOYH.

3. OpraHu3zanusi XpaHeHUs KIIOYeH.

4. TlepcoHanpHBIE CpEICTBA AyTCHTU(DUKALIMY U 3aLIUIIEHHOIO XPAaHEHUS TaHHBIX.

Paznen 2. IIporpaMmmHo-annapaTHble CpeACTBAa 3allUTHI HHGOPMANUM OT
HECAHKIIHOHMPOBAHHOIO J0CTyNA

Tema 9. 3amuTa HE3aKOHHOTO KOIMMUPOBAHUS U UCIIOJIH30BAaHUS MPOTPaMM (CEMUHAP).

1. Cnoco0sl BcTpanBanus cpeacts 3amuThl B [10.

2. Cmocobbl ompeneneHuss (akTa HE3aKOHHOTO KOMUPOBAaHUS U HCIIOJIb30BAHUS
IPOrPaMM.

3. CrnocoObl 3aIUTH OT HE3aKOHHOTO KOMMMPOBAHMSI U MCIIOJIb30BAaHUS IIPOrpaMM.

Tema 10. 3ammTa OT paspylIarOlIMX HPOrpPaMMHBIX BO3IACMCTBHM M H3Y4YEHMsS KoOJa
nporpamm (cemMuHap).

1. Cnoco6s! u3yuenus koga nporpamm. O0parnoe npoextupoBanue I10.

2. CnocoOsI 3aIIUTHI TPOTPaAaMM OT U3YyUCHHUSI KOJIA.

3. 3ammra OoT pa3pylIaroUIMX IPOrPaMMHBIX BO3AEHCTBHM.

Tema 11. OcHoBHBIEC TOX0/6I K 3amuTe AaHHBIX oT HCJI (cemunap).

1. OueHka HafEKXHOCTH CHCTEM OTPaHUYEHHUs JOCTyIla — CBEJEHHUE K 3a/laye OLEHKU
CTOMKOCTH.

2. Opranuzanus gocryna K ¢aitnam B paznuyuasix OC.
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3. 3ammTa ceTeBoro (aiisioBoro pecypca.
Tema 12. Onpenenenne dakra gocryna K ¢ainam. JlocTyn Kk JaHHBIM CO CTOPOHBI TPO-
necca (cemuHap).
1. Cnoco6s1 onpenenenus (akra gocryna. JKypHaisl JOCTyIIA.
2. BbisgBiIeHHE CIEOB HECAHKIIMOHMPOBAHHOTO JOCTyma K  (¢aiiinam, MeTon
nauuupoBanHoro HCJI.
3. TlonsThe mocTyma K JAaHHBIM CO CTOPOHBI MpoIecca: OTIWYHS OT JOCTyHa Co
CTOPOHBI MOJIb30BATES.
4. TIpuHIOUIBI TOCTPOSHUS U (PYHKIIMOHUPOBAHUS IIIEKTPOHHBIX 3aMKOB.
5. MexaHu3Mbl KOHTPOJIA amnmapaTtHoi koHpurypanuu [I19BM.
Tema 13. OcoGeHHOCTH 3alIUTHI JAHHBIX OT U3MEHEHHUS (CEMUHAp).
1. Tloaxoasl K pelIeHUIO 3aJaul 3alUThl JAHHBIX OT U3MEHEHUSI.
2. Moxxon Ha ocHOBe popmupoBanusi umuronpucraBku (MAC), cmocoObl TOCTPOCHUS
MAC.
3. Ilogxon Ha ocHOBe (opMUpPOBaHUS XdII-GYHKIWH, TPEOOBaHHUS K IOCTPOCHUIO U
criocoObI peanuzanuu. DopmupoBanue 3eKTpoHHON moanucy (DLIT).
4. OcoOEHHOCTH 3alIUTHI JOKYMEHTOB M UCIIOJHIEMbIX (ailsioB.
5. UcnonwzoBanne C3U «Dallas Lock» pams 3amuTbl OT HECAaHKIIMOHUPOBAHHOTO
W3MEHEHUS, YCTAHOBKY WIIH yAaJIeHUE MporpamMm U (haiios.
Tema 14. MeToabl kpunTorpaduuecKoi 3amuThl (CeMHUHAP).
1. Tloctpoenue anmapaTHbIX KOMIIOHEHT KPHUIITO3AIIHUTHI JTAHHBIX,
cnernuanuzupoBanubie CBUC kak HocuTenu anroputMa mudpoBaHusl.
2. 3ammTa anropuTMma mMU(POBAHUS; MPUHIUIN YYBCTBHTEIHHOW OOJACTH W TPUHIIMII
TJIaBHOTO KJIOYa.

Tema 15. [TACOUDB B cersx mepenaunm JaHHbBIX. MexceTeBble 3kpaHbl. Cpenctsa
sKpaHupoBaHus. OOHapyKEHHE CETEBBIX aTak (CeMUHap).

1. IlpuHiunsl noctpoeHuss M (YHKIMOHMPOBAHUS MEXKCETEBBIX HKPAHOB B CETAX
nepesadyn JaHHbIX.

2. OcCHOBHBIE IPUHIMIIBI 3AIUTHI HH(MOPMALIUK NIPH [IEepeaye 10 KaHajlaM CBS3H.

3. IlporpaMMmHoO-ammapaTHble CpEICTBAa 3alIMThl WHGOpPMALMKM TpU Ieperade o
KaHaJlaM CBSI3H.

4. OCHOBHBIC IPUHIUITBI OOHAPYKEHHUS CETEBBIX aTakK.

5. OcCHOBHBIE IPUHIIMIIBI 3ALIUTHI OT CETEBBIX ATaK.

Tema 16. YrpaBneHue 6€30MacHOCTBIO CETH (CEMUHAD).

1. OcHOBHBIE NPUHIMIIBI YIIPABICHUS O€30aCHOCTBIO CETH.

2. IlporpamMMHoO-anmapaTHbIE CPEACTBA YIPABICHUS O€30MaCHOCTBIO CETH.

3. llratHele cpencTBa CETEBOr0 OOOPYIOBAaHUS, NPEAHA3HAYCHHBIE MJS 3alUTHI
uH(OpPMAaLIUK TIPH Tepeiade Mo KaHallaM CBSI3U

Tema 17. Ceptuduxarus C3U.

1. Cucrema ceprudpukanuu C3U.

2. Texnomorust  ceprudukanmun  [TACOUB Ha  cooTBeTcTBHE  TpeOOBaHUSIM
UH(POPMALIMOHHOM 0€30MacHOCTH.

7. JABOPATOPHBIE PABOTHI (JIABOPATOPHBIN ITIPAKTUKYM)
Paznen 1. OcHOBHbIe NPUHIUNBI CO3JAHUS NMPOrPAMMHO-ANNAPATHBIX CPEACTB
o0ecnieueHusi ”THPOPMAITMOHHOM 0€30MACHOCTH
Tema 8. MeTonp!l U cpelicTBa XpaHEHUS KIIFOUEBOU HHPOpMAITUH
JlaGopatopnass pabora Ne 1 (4 wyaca). «Hacrpoiika ycuineHHoW ayTeHTH(UKALUU C
ncnonb3oBanneM C3U or HC/] Dallas Lock na 6a3e eTokeny.
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Llens pabotsl: Hactpoiika u wucnomb3zoBanue «eToken» g ayreHTudukanuum u
MOJy4YeHUE MPAKTUYECKUX HABBIKOB PabOTHI ¢ MEPCOHAIBHBIM CPEACTBOM ayTEHTHU(UKALUU U
3AIUIIICHHOTO XPAHEHUS TAHHBIX).

MeTtoauyeckue yka3aHHs: OCHOBHOE BHHMaHHUE JIOJDKHO OBITH yAEICHO MPAKTHUYECKUM
HaBbIKAM PabOTBl ¢ MEPCOHAIBHBIM CPEICTBOM AyTEHTU(UKAIMHA U 3alIUIICHHOTO XpaHEHUS
JTAHHBIX).

Pazpen 2. IIporpaMMHoO-annmapaTHbie CpeACTBA 3alUThl HMHGOPMANMU OT
HECAHKIIHOHMPOBAHHOTO J0CTyNa

Tema 12. Onpenenenue ¢akra gocryna K (ainaM. JlocTyn K JaHHBIM CO CTOPOHBI IPO-
ecca.

Jlaboparopnass pabora Ne 2 (4 waca). «lcmons3oBanue snekTpoHHOro 3amka I[TAK
Co60b».

Lens paboter: Hcnons3oBanue «IIAK CoOonmb» 1yis  KOHTpOJS — anmapaTHOH
koHpuryparuu [I19BM, nonydeHne npakTHYeCKUX HaBBIKOB pa0OTHI C DJIIEKTPOHHBIM 3aMKOM)).

Mertoanuyeckue yka3zaHHs: OCHOBHOE€ BHHUMAaHHUE JIOJKHO OBITh YJENEHO MPAaKTUYECKUM
HaBbIKaM padOThI C AMEKTPOHHBIM 3aMKOM).

Tema 13. OcoGeHHOCTH 3alTUTHI JAHHBIX OT U3MCHECHHS.

Jlaboparopnast pa6ota Ne 3 (4 gaca). «Mcnonb3oBanue C3U Dallas Lock».

Lenr  paGoter:  Ucmoms3oBanme C3U  «Dallas  Lock» ams  3ammrter ot
HECAaHKI[MOHUPOBAHHOTO W3MEHEHMs, YCTAHOBKM WJIM YyJajeHus mporpamMm U (¢ailios,
NOJIy4YeHHE TPAKTUIECKUX HaBBIKOB paboTel ¢ C3U ot HCI».

MeTtoauyeckue yka3aHHs: OCHOBHOE BHHMAaHHUE JIOJDKHO OBITH yAEJICHO MPAKTHUYECKUM
HaBbIkaM paboTsl ¢ C3U ot HCI».

Jlaboparopnast pabora Ne 4 (2 wyaca). Ha3znauenue m Bo3MoxkHOCTH [IporpamMmHO-
anmapaTHOro KomIuiekca cpeictB 3amuTsl uHGopmamuu ot HCJI “Axkopa—AM/3”. Lens:
N3yunTh BO3MOXHOCTH W HAy4HUTbCS paboTaTh ¢ KOMIUIEKcoM cpeAcTB 3ammthl oT HC.
Pesynbrat: oTder. MeTtoaMueckue yKa3zaHUS: OCHOBHOE BHUMAaHHME JOJDKHO OBITH YJIEJIECHO
HaCTPOMKE, YCTAHOBKE M MPAKTUYECKOMY OCBOCHHIO BO3MOXHOCTel [IporpammHo-anmapatHoro
KOMILJIEKCa cpelIcTB 3amuThl nHpopmanuu ot HC/I.

Tema 14. Metoabl KpunTorpaduyecKon 3amuThI.

Jlaboparopuast padora Ne 4 (4 gaca). HaznaueHue, BO3MOKHOCTH M TOPSIOK PaOOTHI C
cuctemoit SecretNet Studio.

Lenb: M3yunTh BO3MOXXKHOCTHM M HayduThecsi paborath ¢ cuctemoil SecretNet Studio.
Pe3ynbTar: oTyer.

Mertoanyeckre yka3aHHs: OCHOBHOE BHMMAaHHUE JOJDKHO OBITh YAEJICHO HACTpOMKe U
MPaKTUYECKOMY OCBOCHHIO BO3MOXKHOCTEH cucteMbl SecretNet Studio.

Tema 15. [TACOUBb B cersix mnepemaun AaHHbIX. MexcereBble 3kpaHbl. CpencrBa
sKkpaHupoBaHus. OOHapyKEHUE CETEBbIX aTak.

Jlaboparopnas pabora Ne 5 (4 wuaca). «Mcmonb3oBaHHE MPOTPAMMHO-AMIIAPATHBIX
KoMIutekcoB VipNety.

enp paGote: OpraHuzanus MEXKCETEBOTO B3aWMOJCHCTBUS 3alIMIIEHHBIX CETEH
ViPNet. Tlomy4yeHue NpakTHYECKUX HABBIKOB PAOOTHI CO CPEICTBOM KPUNTOTPAPUIECCKOMN
3aMUTHl UH)OPMALTHNY.

MeTtoauyeckue yka3aHHs: OCHOBHOE BHHMAaHHUE JIOJDKHO OBITH yAEJICHO MPAKTHUYECKUM
HABBIKAM Pa0OTHI C AMEKTPOHHBIM 3aMKOM.

8. TEMATUKA KYPCOBbBIX, KOHTPOJIbHBIX PABOT, PE®GEPATOB
8.1 KonrtposnbHble paboThl HE IPEyCMOTPEHbI Y4eOHbBIM IJIAHOM JUCIUIIINHBI.
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8.2 IlpuMmepHas TemaTHKa pedepaToB:

1. 3ammTa OT HE3aKOHHOT'0 KOMMPOBAHUS TTPOTPaMM

2. 3amura OT HE3aKOHHOT'0 MCIIOJIb30BaHMsI IPOrpaMM

3. IIporpaMMHo-amnmapaTHble CpeACTBa 3alUThl OT HECAHKIMOHMPOBAHHOIO JOCTYMa K
uHpopmanuu, xpanumoit B [IDBM.

4. TlporpamMMHO-anmapaTHbIe CPEICTBA 3aIUTHI HHPOPMAIUH B CETAX Mepeadn JaHHbIX
MeToap! 1 CpeaCcTBa XpaHEHH KITI0YeBOI MH(OpMaIiu
3anuTa OT pa3pylaroluX MPOrPAMMHBIX BO3/ICUCTBUM.
3amuTa OT U3y4€HHUs KOAa IPOrPAMM.
3amuTa 1aHHbIX OT U3MEHEHUS.

9. CriocoObI 1 cpeficTBa OOHAPYKEHHSI CETEBBIX aTak.

10. IIporpammHo-anmapaTHBIE CPEICTBA YIIPABICHUS 0€30MTaCHOCTHIO CETH.

11. Knaccudukauus nporpaMMHO-amlmapaTHbIX CpEACTB oOecredeHuss HHQopMa-
IMOHHOI 0€30I1aCHOCTH

12. Knaccudukanuus yrpo3 HHGOpPMaMOHHOM O€3011aCHOCTH

13. OcHOBHBIE TPUHITUITBEI U MEXAHWU3MBI 3aIIUTHI HHOOPMAITUN

14. TonuTtuku 6e30MacHOCTH B UH()OPMAIIMOHHBIX CUCTEMaX

15. TumoBass CTPyKTypa M OCHOBHBIE (YHKIIMHM TPOrpPaMMHO—aIapaTHBIX CPEICTB
obecrnieueHust UH(HOPMAIIMOHHOM OE30MTaCHOCTH

16. OCHOBHBIE METO/IbI pa3rpaHUUYCHHS JOCTYIA U YIPABJICHUS TOCTYIIOM

17. OcHOBHbIE METOIBI OOECTICYeHUS UACHTU(DHUKAIINY U ayTeHTU(DUKAITIH

18. OcHoBHBIE TOAXO0ABI K 3amuTe AaHHBIX 0T HCJ]

19. MeTtozp! 1 cpeacTBa KpUITOTpapUUECKON 3alTUTHI

20. Ceprudukanms cpeCcTB 3alUThHl HHOOPMAITUU

N

8.2.1 IlpaBuaa opopmiienus pedgeparon

1. O6vém pedepara 7-10 mmcroB mewatHoro Ttekcra. K odopmienuto pedeparon
NPEIBSIBISIOTCS TaKWe XK€ TpeOOBaHUS, KaK U K KypCOBBIM paboTaM Jisi CTyIEHTOB 3 Kypca,
ONKCAaHHBIE B Yy4eOHO-METOJMYECKOM NocoOuu: MeToauuecKkue yKazaHUs 110 HaIUCAHUIO
KypCOBBIX W JUIUIOMHBIX pPa0OT s CTYIEHTOB crenuanbHocTH  «KommbproTepHas
oe3omacHocTh» / A.C. Anapees, A.M. UBanmos, C.M. PaneeB.— Yubsnosck: Ynl'Y, 2017. — 40
c. URL:ftp://10.2.5.225/FullText/Text/Andreev_2017.pdf.

9. MEPEYEHbBb BOITPOCOB K 9K3AMEHY

1.  OcHOBHbIC NOHATHUS U OIpPEICIICHUS B CO3/IaHUM MPOTPaAMMHO-aNNapaTHBIX CPEACTB
obecrieuenuss nHpopmanronnor Oe3zonacHocTu (ITACOWMB). HopmaruHO-TIpaBoBas
6a3a co3nanus [IACOUB.

2. Ilonsatue moctyma, cyObekT U 00beKT Aoctyna. Kinaccudukamnms yrpo3 6€301macHOCTH.
Kananbl yreuku umHpopmanuu. Yrpo3bl, 0O0yCIOBICHHBIE YEOBEUECKUM (HaKTOPOM,
TEXHUYECKUMHU CPeICTBaMU, (GOpC-MakOPHBIMHU OOCTOATEIHCTBAMH.

3. Tlonstue necankuuoHupoBanHoro aoctyma (HCJI). Knaccst u Bugst HCJI. TTonsitue
3JIOYMBIIIJICHHUKA; 3JOYMBIIUICHHUK B KpUOTOrpaduu W TpHU pEHIeHUH MpoliieM
KOMIIBIOTEPHOI 0€30MacHOCTH.

4. Mogenu ynpasieHusi goctynoM. OyHknuu sapa 6e3onacHOCTH. CIocoOBI 3alIuThI
KOH(HISHIIMATBHOCTH, LEOCTHOCTH 1 JocTynHocTH B KC.

5. Krnaccudukanuss  QGyHKIHOHATBHBIX TpeOOBaHWM MO  3ammMTe HHPOPMAIIHH.
TpeboBanust k 3amuiieHHoctd C Ha ypoBHE 3alUTHl OOBEKTOB, 3aIUTHI JMHUH,
3amuThl b/I, 3amuTel moacuctem ynpasienus. [loauTnka 6€301MacHOCTH.

6. Knaccudukanus [TACOUB. dyukimonansasie Bo3MoxHocTu [TACOUD. TlpuHnmms!
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

dopma A

pazpabotku [TACOUB. [opsaok nmpoextupoanus [IACOUB.

Konnenmnus nucnerdepa noctyna. OYyHKIIMOHMPOBAHUE AMCIIETYEpa JOCTyMa MpU
YIPABJIEHUU JOCTYIIOM K 3aIIMIAEMBIM PECYPCAM.

Crpykrypa [TACOUB. Komnonentsl u noacuctemel. Tunossie ¢yakuuu [TACOUB.
Obs3arenbHble TpeOoBanus no odecneuenuto Ub, npeawssisemsie k [ITACOUB.
[Tpuntunel neicTBuss M TexHonorudeckue ocodeHHoctu [TACOUD, peanmmsyronmx
OTJeNbHbIe (PYHKIIMOHANbHBIE TpeOOBaHMs MO 3aIIUTe WH(POpPMAIMU M JAHHBIX, UX
B3aMMO/ICICTBHUE ¢ OOLIECUCTEMHBIMU KOMIIOHEHTAMH BBIYMCIUTEIbHBIX CHUCTEM.
Metoapl OrpaHMuYeHHs AOCTyNa W YIpaBleHHs A0CTynmoM. MneHtudukauus wu
ayreHTuukanus. [lapoiabHble cucTeMbl. YIIpaBiIeHHUEe JOCTYIOM.

3amaua wuaeHTH(UKauuMu 1osb3oBaTens. [loHATHE mNPOTOKONA WACHTU(DHUKAIHH.
JlokanesHas wu ypaneHHas wuaeHTHGUKanusa. MueHtudunupyromas wHbopMaIus.
ITonsiTue UICHTUQHULIHPYIOLICH uHpOpMaLUH. CrnocoOsr XpaHeHus
uneHTuuuupyroniei nupopmanuu. CBsi3b C KIIOYEBHIMU CHCTEMaMHU.
Knaccudukanmsi cpecTB XpaHeHUs KIIOYeH U WAeHTU(DU-IUPYIONIEH HHPOPMAIIIH.
Opranuzanus XpaHeHHs KiIrodeld. TUIOBbIE pelIeHHs B OpraHU3alUU KIIOUYEBBIX
CHCTEM.

Crioco6b1 m3ydeHusi kona mporpamm. OOpatHoe mpoektupoBanue [10. CrocoObi
3alUThl TporpaMM OT wu3y4yeHUs Kkoja. OCHOBHBIE NPUHLUIBI 00ecredyeHus
0€30MaCHOCTH MTPOTPaMM.

3amura OT pa3pylIalolIuX MPOTPAMMHBIX BO3IEUCTBUI. Bupychl kak 0coObIi Kiacc
pa3pymaronyx MporpaMMHBIX Bo3AeicTBHil. HeoOXoauMble U JOCTaTOYHBIC YCIOBUS
HEJIONMYUIEHUS pa3pylIaromero Bo3aecTBud. [IoHsITHE N30JMPOBAHHON MPOTrpaMMHOM
Cpelpbl.

Knaccudukanus nporpaMMHO-anmapaTHbIX CPEJCTB 3alUThl OT HECAHKIIMOHUPOBAH-
HOro J0cTyna K mHpopmauuu, xpanumord B [I9BM. XapakTepucTHKH MpOrpaMMHO-
anmnapaTHBIX CPEJICTB 3alllUThl OT HECAaHKUMOHMPOBAHHOIO JOCTyHa K HH(OpMamuw,
xpanumoii B [I9BM

CnocoOwsr  ompeneneHusi ¢akra gocrymna. JKypHanel  goctyna.  Kputepun
MH(POPMATUBHOCTHU >KYPHAJIOB JIOCTYyTNa. BBIABICHHE ClI€0B HECAHKIIMOHUPOBAHHOTO
nocrtyna K ¢aitnam, meton nauimupoBanaoro HC/I.

[lonsiTHE HOCTYIA K JAaHHBIM CO CTOPOHBI ITPOLIECCA: OTJIMYMS OT OCTYIA CO CTOPOHBI
nonb3oBarens. [loHsTue u mpumepbl CcKpbIToro noctyna. HanexxHocTh cuctem
OrpaHUUYEHUS AOCTYTIA.

[Tonsitue snekTpoHHOro 3amka. [IpuUHIMNIBI MOCTpoeHHS W (QYHKIMOHUPOBAHUS
AJIEKTPOHHBIX 3aMKOB. MeXaHMU3MbI KOHTPOJIA anmnapaTHoil konpurypamuu [I9BM.
[Tonxoapl K pelIeHnIo 3a7auu 3alIUThl JAHHBIX OT U3MeHeHUsl. OCOOEHHOCTH 3alUThI
JOKYMEHTOB M UCTIOTHSIEMBIX (DaiijIoB.

Knaccudukanmss metomoB kpunrtorpaduyeckoro mpeodpasoBanus. HopmaTuBHO-
npaBoBas 6a3a. TpeGoBaHMS K MPOTrpaMMHO-aNMAPaTHBIM KOMIUJIEKCAM IIU(pPOBAHMUSL.
Heo6xonumeie 1 1ocTaToYHbIe (DYHKIIMH allapaTHOTO CPEICTBA KPUIITO3AIIHTEI.
[TocTpoeHue anmapaTHbIX KOMIOHEHT KPUIITO3AIUTHI JaHHBIX, CHIEIHAIN3UPOBAaHHbIE
CBUC kak HocuTenu anroputMa mmdpoBaHus. 3amuTa anroputMa mudpoBaHUS;
MPUHIIMIT YyBCTBUTEIHHOM 00JIACTH U MPUHIIMII [JIABHOTO KJTIOYa.

Knaccudukanus nporpaMMHO-anmapaTHeIX CPEJCTB 3aIlllUThl MHPOPMALUU B CETAX
nepenayn JAaHHbIX. [lpuHIMNBL mocTtpoeHus W (QYHKUMOHUPOBAHUS MEKCETEBBIX
9KpaHOB B CETAX Iepeaaun JaHHbIX. [[porpaMMHO-annapaTHbIe CpeICTBA MEKCETEBOIO
SKpaHUPOBAHUSI.
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23

24.

25.
26.

27.

OcHOBHBIC TPHUHIMIIBI 3alIMTHl MHPOPMAIUU TpU Tepelnade Mo KaHajaM CBS3H.
[IporpamMmMHoO-anmapaTHbie CpeICTBA 3aMIUTHI HHPOPMAIIMK TIPH Tepeave Mo KaHaaam
cBsi3u. OCHOBHBIC TPHHIIMIBI OOHAPYKEHHUsI CeTeBbIX arak. OCHOBHBIC MPUHIUIIBI
3alIUATHI OT CETEBLIX aTak.

OcHOBHBIC MPUHITUIIBI YIIPaBICHUS 0€30MacCHOCThIO ceTu. [IporpamMMHoO-anmapaTHbie
cperncTtBa  ympaBieHHss Oe3omacHocThio cetw. llltatHple cpeacTBa  CETEBOTO
o0opyoBaHus, TpeJHA3HAYCHHBIC IS 3alIUThl MHpOpMAIMHM TpH Mepenade Io
KaHaJIaM CBSI3U

OcHoBHbIe ipUHIMINBI cepTuduranun C3U.

Hasnauenune, BO3MOXKHOCTH M HCIOJb30BaHHe cucTembl 3ammThl oT HCJ[ «Secret
Disk».

Ha3znavenue, BOSMOKHOCTH M TIOPAOK pabOThl C TMEPCOHATBHBIMH CPEICTBAMHU
ayTeHTU(UKAINY U 3alUIICHHOr0 XpaHeHuss AaHHbIX (USB-kimrouwm U cMapT-KapThl

eToken).
28.

Ha3nauenue, BO3MOXHOCTH U TOPSAOK pabOThI

C TEepCOHAJIbHBIM

kpunrorpadudeckoit 3amuTel nHGopMmanuu «ITUITKA.

29.
30.
31. Ha3unauenue,

KoMruiekcoMm VipNety.

CpEeICTBOM

Ha3znauenue, BO3MOKHOCTH U IOPSIOK pabOThI ¢ DNEeKTPOHHBIM 3aMKoM "Co00b".
Haznauenwue, Bo3amoxkHocTH 1 Topsiiok padotel ¢ C3U «Dallas Locky.

BO3MOXXHOCTH M TOPSAOK padoThl € MpOrpaMMHO-annapaTHBIM

32. CocTaB 1 OCHOBHBIE (DYHKIIMH MTPOrpaMMHO-AIapaTHOrO KoMiriekca VipNety.
9. CAMOCTOSATEJIBHASA PABOTA CTYJAEHTOB
HasBanue pa3znenoB u tem | Bua camoctosiTenbHON O6bem B | Dopma KOHTPOJIS
paboThI gacax
Paznen 1. OcuoBusble | [ToaroroBka K JeKIuH, Tectsl iepen
NPUHIMIIBL W METOJBI | MOATOTOBKA pedeparos, JIEKIMEH, 3K3aMeH
CO3/IaHHUS IPOrpaMMHO- | MOATOTOBKA K cliaye
amnmapaTHBIX CPEICTB 00e- | dIK3aMeHa
crieyeHus:  MH(OpMaIMoH-
HOU Ge3omacHocTH. Tema 1. 1
[Ipenmert u 3a1a4u
aucuuminebel - «IIporpam-
MHO-aIllapaTHbIE CPEACTBA
nH(pOpPMAaIMOHHOH Oe30mac-
Hoctu» (ITACOUB)
Pasgen 1. Tema 2. Anamus | [loaroroBka K JeKIIUH, Tectbl nepen
yrpo3  WHGOPMAIIMOHHOHN | MMOATOTOBKA pedepaTos, 1 JIEKIMEH, SK3aMEH
0e30MmacHOCTH MOATOTOBKA K cllaye
JK3aMeHa
Pasgen 1. Tema 3. Mexa- | [loaroroBka K JeKIIuu, Tectol nepen
HU3MBbI 3amuThl. [lonuTrka | ceMuHapy, HOJArOTOBKA 1 JIeKUKEeN, TECThI Ha
0€30MacHOCTH B KOMIIbIO- | pedepaToB, MOATOTOBKA K CEMUHape, 3K3aMeH
TEPHBIX CHCTEMaX ciaye ’K3aMeHa
Pasgen 1. Tema 4. OcHoB- | [loaroroeka K JeKIIuH, Tectel nepen
Hbl€ NPHUHLUIBI B paboTe | ceMUHapy, MOJATOTOBKA 1 JeKUKen, TECThI Ha
I[TACOUBb pedeparoB, TOATOTOBKA K CEMHHAape, 3K3aMEH
ciayue ’K3aMeHa
Pasgen 1. Tema 5. Tunosas | [loaroroBka K JeKIuu, 1 TecTbl nepen

dopma A
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CTPYKTypa ¥  OCHOBHBIC
¢byukaun [TACOUB

MOJITOTOBKA pedepaTos,
MOIrOTOBKA K Cllaue
IK3aMeHa

JIGKIIMEH, DK3aMeH

Paszgen 1. Tema 6. MeTonabl
pasrpaHudeHus AoCTyna u
yIpaBJICHUS JOCTYIIOM

IToaroroBka K JEKIIHH,
CEMHUHApYy, MOATOTOBKA
pedepaToB, MOATOTOBKA K
cllaue dK3aMeHa

Tectsl iepen
JIEKITUEH, TeCThI Ha
CEMHHAape, SK3aMEH

Paszgen 1. Tema 7. MeTonabl
obecrieyeHus: HaeHTU(DUKA-
UM ¥ ayTeHTH()UKAIN

IToaroroBka K JEKIIHH,
CEMHUHApYy, MOATOTOBKA
pedepaToB, MOATOTOBKA K
cllaue dK3aMeHa

Tectsl iepen
JIEKIIUEH, TECThI Ha
CEMHHAape, SK3aMEH

Paznen 1. Tema 8. MeTobl
U CPEICTBA XpaHEHMsI KIIO-
4eBOi MH(popMaun

IToaroroBka K 3aHSTHIO,
MOATOTOBKA pedepaTos,
MOJITOTOBKA K CEMUHAY,
nabopaTopHBIM paboTam,
MOJTOTOBKA K cl1aue
JK3aMeHa

Tectol nepen
JIEKITHEH, TECTHI Ha
CeMHHAape, BOMPOCHI
Ha jJabopaTopHOI
pabote, SKk3aMeH

Paspnen 2. IIporpammHo-
anmaparHble cpeAcTBa
3amMThl  MHGOpMAIMU  OT
HECAHKIIMOHHUPOBAHHOTO
nocryna. Tema 9. 3amura
OT  HE3aKOHHOI0  KOIH-
pPOBaHUS M HCIIOJIb30BAHUS
IporpamMm

IloaroToBka K JeKIIUU,
CEMHUHapY, MOATOTOBKA
pedeparoB, MOATOTOBKA K
craJe sK3aMeHa

Tectbl nepen
JIEKITHEH, TECTHI Ha
CEMUHape, 3K3aMeH

Pazgen 2. Tema 10. 3anura
OT pa3pylialoumMx Mpo-
rPaMMHBIX BO3JEHCTBUH U
M3Y4YEHHUs KOJia IporpamMm

IloaroToBka K JeKIUU,
CEMHUHapy, MOATOTOBKA
pedeparoB, MOATOTOBKA K
claye dK3aMeHa

Tectbl nepen
JIEKITHEH, TECTHI Ha
CEMUHape, 3K3aMeH

Pasnen 2. Tema 11.
OcHOBHBIE IOOXOABI K 3a-
muTe qaHaeix ot HCJJ

IloaroToBka K JeKIUU,
CEMHUHapY, MOATOTOBKA
pedeparoB, MOATOTOBKA K
claye sK3aMeHa

Tectol nepen
JIEKITHEH, TECTHI Ha
CEMUHape, 3K3aMeH

Pasnen 2. Tema 12. Om-
penenenne Qakra mocTymna
K ¢aitnam. JlocTyn K JaH-
HBIM CO CTOPOHBI ITpoliecca

IToaroroBka K 3aHSTHIO,
MOATOTOBKA pedepaTos,
MOJITOTOBKA K
nabopaTopHBIM paboTam,
MOJTOTOBKA K cl1aue
JK3aMeHa

Tectol nepen
JIEKITHEH, TECTHI Ha
CEeMHHAape, BOMPOCHI
Ha jJabopaTopHOI
pabote, SK3aMeH

Pazgen 2. Tema 13. Oco-
OEHHOCTM 3allUTHl JaHHBIX
OT UIBMCHCHUA

ITonroroBka K 3aHSTHIO,
MOATOTOBKA pedepaTos,
MOJITOTOBKA K
nabopaTopHBIM paboTam,
MOJTOTOBKA K cl1aue
JK3aMeHa

Tectbl nepen
JIEKITHEH, TECTHI Ha
CeMHHAape, BOIPOCHI
Ha jJabopaTopHOM
pabote, SKk3aMeH

Pazgen 2. Tema 14.
OCHOBHBIE CpeNICTBA KPHII-
TOrpadUIeCcKO 3aIIUThI

ITonroroBka K 3aHSTHIO,
MOATOTOBKA pedepaTos,
MOJITOTOBKA K CEMUHAY,
71a00paTOPHBIM paboTam,

Tectbl nepen
JIEKITHEH, TECTHI Ha
CEMUHape, BOMPOCHI
Ha JabopaTopHOH

dopma A
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noATrOTOBKA K CJa4c
JOK3aMCHa

pabote, SKk3aMeH

Pazgen 2. Tema 15.
ITACOUBb B CeTIX
nepenavyn JaHHBIX.

IToaroroBka K 3aHSTHIO,
MOATOTOBKA pedepaTos,
MOJTOTOBKA K CEMUHAPY,
nabopaTopHBIM paboTam,
MOJTOTOBKA K cl1aue
JK3aMeHa

Tectsl iepen
JIEKITHEH, TECTHI Ha
CeMHHAape, BOMPOCHI
Ha jJabopaTopHOM
pabote, SK3aMeH

Paznen 2. Tema 16. Yopas-
JleHrne O€e30IacHOCTBIO Ce-
™

IloaroToBka K JeKIUU,
CEMHUHApY, MOATOTOBKA
pedeparoB, MOATOTOBKA K
claye dK3aMeHa

Tectsl iepen
JIEKITHEH, TECTHI Ha
CEMUHape, 3K3aMeH

Pazgen 2. Tema 17.

IToaroroBka K JEKIIHH,

Tectsl iepen

Ceprudukanus C31 CEMUHApy, OATOTOBKA JIEKIIUEH, TECTHI Ha
pedepaToB, MOATOTOBKA K CEMHMHAape, K3aMeH
ciaue 3K3aMeHa
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11. YYEBHO-METOANYECKOE U THO®OPMAIIMOHHOE
OBECIIEYEHME JUCIUIIJINHbI

a) Crimcoxk peKoOMeHayeMou JIUTepPaTyphl:

OCHOBHasl

1. lymkua A.B., IlporpammHo-amnmapaTHbIe CpeACTBAa OOECIICYCHUS
nH(popMaImoHHON Oe3omacHoCTH: YueOHoe mocodue mis By30B / A.B. Jlymikus,
O.M. bapcykos, E.B. Kpasuos, K.B. Cnasnos. [lon penakuueit A.B. [lymikuHa -
M.: T'opsuas nmunus - Tenexom, 2016. - 248 c. - ISBN 978-5-9912-0470-5 — URL:
http://www.studentlibrary.ru/book/ISBN9785991204705.html

2. By3os I'.A., 3amura nuadopmaiy OrpaHiYeHHOrO JOCTyIa OT YTEUKH IO
texHnueckuM kaHanam/ I'.A. By3oB - M.: ['opsiuas nunus - Tenekom, 2015. — 586
c. - ISBN 978-5-9912-0424-8 — URL:
http://www.studentlibrary.ru/book/ISBN9785991204248.html

JlonostHUTEILHAS

1. Bbyzos I'.A., IIpakTuyeckoe pyKOBOJCTBO MO BBISBICHUIO CIEIMAIBHBIX
TEXHUYECKUX CPEJICTB  HECAHKIIMOHUPOBAHHOTO  TOJMyYCHUS HHGPOPMAINH
[OnextponHblii pecypc] / By3zoB I'.A. - M.: T'opsuas nunus - Tenexom, 2010. - 240
C. - ISBN 978-5-9912-0121-6 — URL:
http://www.studentlibrary.ru/book/ISBN9785991201216.html.

2. Hexommepueckast unrepuet-sepcust CIIC "KoncynprantlIntoc":

2.1 3akon Poccuiickoit ®enepauun ot 21.07.1993 Ne 5485-1 «O
rOCyJIlapCTBEHHOU TaHE». — URL:
http://www.consultant.ru/document/cons_doc LAW 2481/

2.2 ®enepanbHbiid 3akoH oT 27 wurong 2006 r. Ne 149 - ®3 «0O06
uHpopmanuu, THGOPMALIMOHHBIX TEXHOJOTUAX U O 3amuTe nHpopmauum» — URL:
http://www.consultant.ru/document/cons_doc LAW 61798/

2.3 Joxktpuna uHpopmanmoHHou Oe3omacHocTH Poccuiickoit deneparuu
(Yxa3 Ilpesumenta PD ot 05.12.2016 N 646 "OO6 yrtBepkaeHuu JIOKTpUHBI
uHdopmarmonHor  OezomacHoct  Poccuiickoit  ®eneparuu")-  URL:
http://www.consultant.ru/document/cons_doc LAW 208191/

2.4  ®epnepanbhubiii 3akoH oT 06.04.2011 N 63-®3 «OO6 »3neKTpOHHOU
nonnucu» — URL: http://www.consultant.ru/document/cons_doc_ LAW_112701/

3. TOCT P HUCO/M3BK 27002-2012 HupopmannoHHass TEXHOJOTHSI.
Metonel u cpenctBa oOecneueHus OezonmacHocTd. CBOJ HOPM U MPaBUII
menemkMmenTa. ['OCT-Dkcnept - enunas 6a3a 'OCToB Poccuiickoit deneparuu
1 oOpazoBanus W TpombiuieHHocTH. — URL: http://gostexpert.ru/gost/gost-
27002-2012

4. Cononckas, O. W. Cpeacrtsa 3anuTel HHGOpMaILUK : yueOHOE Tocodue /
O. U. Cononckas. — HoBocubupck : Cubupckuii rocy1apCTBEHHbI YHUBEPCUTET
TeneKoMMyHuKaui 1 uapopmatuku, 2021. — 89 c. — TeKcT : IIEKTPOHHBIN //
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MunmcTepcTBO HAyKH M BbIciero oopasoBanus PO Donva
VY bSHOBCKHI TOCYJapCTBEHHBIH YHUBEPCUTET op
®-Paboyas mporpaMma 1o JUCHHUIUINHE
Hudposoit  obOpasoBarenbhbiii  pecypc IPR SMART :  [caiit] —  URL:

https://www.iprbookshop.ru/117115.html

yuyeOHO-MeTOoAn4ecKast

1. MBanmoB A. M. MeTtonuueckne yKazaHus ISl CAMOCTOSITEIIBHOW paOOThI CTYJECHTOB
no mucuuiuinHe «IIporpaMMHo-anmapaTHble CpelCTBa 3allUThl HH(POPMAIUN» JJS CTYIEHTOB
crenpanutera o crnenuanbHocTu 10.05.03 ounoit hopmbel oOyueHust / A. M. Msannos; Yal'V,
OMUUAT. - VYawsuock: Yal'V, 2021. - 22 c. - HeomybnukoBauHubiii pecypc. - URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/10728

CormnacoBaHo:
Benymwuit cnenmanuct Hb Yal'V / Tepexuna JI.A. / \/Z'/\/ /_04.05.2022 /
JIOJDKHOCTH COTPYAHUKA HAYYHOH OMOIHOTEKH (5[] HOJHUCH nata
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B) IIpodeccuonanbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ/1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. Iudposoii obpazoBatenbHbi pecypc I[PRsmart : s1nexkTpoHHO-OMOIMOTEUHAS
cucremMa : caut / OOO Kommanus «Au Ilu Ap Menmma». - CapatoB, [2022]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: st 3aperucTpup. mojib3oBaTeneid. - Tekcr :
3JIEKTPOHHBIM.

1.2. O6pazoBarensras mwiatrhpopma FOPAMT : oGpasoBaTenbHbIl pecypc, dIeKTPOHHAs
6ubamorexa : caiir / OO0 Dnekrponnoe m3gatensctBo OPAWT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pexxum goctyna: Juist 3aperucTpup. nojib3oBarenei. - TeKCT : 3JeKTpOHHBIH.

1.3. ba3a nannbpIx «nexkTpoHHas oubnmoreka texaudeckoro BY3a (ObC «KoncynpTanT
CTYACHTa») : 3JEKTPOHHO-OMOIMoTeunas cucrema : cait / OOO Ilonurexpecypc. — Mockaa,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum gocryma: mis
3apPETUCTPUP. MOJIb30BaTENEH. — TEKCT : JIIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTPOHHAS METUIIMHCKas: OnOmoTeka : 0a3a JaHHBIX : CauT /
OOO Bpicmias 1mKola OpraHM3alliM W YIPaBIEHUS 31paBoOXpaHEHHEM-KOMIUIEKCHBIN
MEIUIUHCKUN KoHcanTuHT. — MockBa, [2022]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3aPETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmias MegunnHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O bykan. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlanb : anexTpoHHO-OMOMMoTeyHas cucreMa : cailt / OO0 OBC Jlanb. — CaHKT-
[TerepOypr, [2022]. — URL: https://e.lanbook.com. — Pexxum mocTyma: st 3aperucTpup.
II0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.7. 9BC Znanium.com : 31eKTpOHHO-O0nOMoTeyHas cuctema : cat / OO0 3HaHuyM. -
Mocksa, [2022]. - URL: http://znanium.com . — Pexum noctyma : nansi 3aperucTpup.
MoJb30BaTeNe. - TEKCT : 3JIEKTPOHHBIH.

1.8. Clinical Collection : HayuHo-uH(popMaronHas 6aza nanasix EBSCO // EBSCOhost
: [moptan]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3el-
1191-414b-8763-e978281917e¢1%40sessionmgrl02 . — Pexum goctyma : IS aBTOPHS3.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.9. baza nanubix «Pycckuii Kak HHOCTPaHHBIN : 3JIEKTPOHHO-00pa30BaTENbHEBIN pecype
JUIST MTHOCTpaHHBIX CTyneHToB : cat / OOO Kommanus «Aiu I[lu Ap Meama». — Capatos,
[2022]. — URL: https://ros-edu.ru. — Pexxum noctymna: Juis 3aperucTpup. noiab3oBareneid. — TekeT
: DJICKTPOHHBIM.

2. Koncyabsrantllimioc [DnekTpoHHBIH pecypc]: cnpaBoyHast mpaBoBas cuctema. /000
«Koncynprant [lntoc» - Dnektpon. nad. - Mocksa : KoncynsrantlImtoc, [2022].

3. ba3bl TaHHBIX NEPUOANYECKUX U3TAHUIL:

3.1. baza gannbIx nepuoanueckux u3ganuil EastView : snextponHbie xypHaIB / OO0
NBUC. - Mockaa, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum nmocryna :
JUJIs aBTOPHU3. TOJIb30BaTeNe. — TEKCT : AJIEKTPOHHBIMN.

3.2. eLIBRARY.RU: nayunas osnextpoHHas Oubmuoreka : caidt / OOO Hayunas
OnektponHas bubmmoreka. — Mocksa, [2022]. — URL: http://elibrary.ru. — Pexxum noctyma : ajs
aBTOPU3. NIOJIb30BATENEH. — TEKCT : AIEKTPOHHBIN

3.3. DnexTponHas 6ubmmoreka «M3narensckoro goma «I'pedernukoB» (Grebinnikon) :
anekTpoHHass Oumbmuoreka / OOO MWNJ| TI'pebennukoB. — Mocksa, [2022]. — URL:
https://id2.action-media.ru/Personal/Products. — Pesxum goctyna : Jyisi aBTOpHU3. MOIB30BaTECH.
— Tekcr : 3JEeKTPOHHBIN.

4. @enepanbHasi rocyaapcrpeHHasi mHpopmanmuoHHasi cucreMa «HanumoHanbHas
3J1eKTPOHHAsA OUOIMOTeKa) : dNIeKTpoHHAsA OubnmoTeka : caiit / ®I'BY PI'b. — Mockaa, [2022].
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— URL: https://H36.pd. — Pexxum poctyna : 11 moiap3oBaTeneil HayyHo 6uOnnoTeku. — TekcT :
3JIEKTPOHHBIN.

5. SMART Imagebase : nayuno-undopmammontas 60aza manusix EBSCO // EBSCOhost

[mopran]. - URL: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-

1a2{t8¢552a76d8229047223a7d6dc9c&custid=s6895741. — Pexxum pocTyma : ISl aBTOPHS3.
nosib3oBareseil. — M3o0pakeHue : 3JIeKTpOHHBIE.

6. ®enepanbHbie ”HPOPMAIIMOHHO-00Pa30BaTeIbHbIE MOPTAJIbI:

6.1. EnnHoe okHO 1ocTymna K 00pa3oBaTelbHBIM pecypcaM : ¢efepalbHbIi mopTal . —
URL: http://window.edu.ru/ . — TeKCT : 3€KTPOHHBIN.

6.2. Poccuiickoe oOpa3oBanue : deaepanbhbiii moprai / yupeaureinb OI'AY «OULTO».
— URL: http://www.edu.ru. — TekcT : 31eKTpOHHBII.

7. O0pa3oBaTenbHbIe pecypebl Yal'y:

7.1. DnextponHas 6ubnuoreynas cucrema Yiul'yY : Mmoaynbs «neKTpoHHas OMOIHoTeKa»
ABUC Mera-ITPO / OO0 «/lara Dxcnpecc». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JUIS MTOJIb30BaTeIel HayqYHOH OnbmuoTeku. — TeKCeT : 3JeKTPOHHBIM.

CornacoBano:
e -
3am.Hau. YUTuT | _Kmnoukosa AB. /Z2.7Z)/ > |/
JIOJKHOCTE coTpyaHuKa YU TuT [015(0) : fOAIHCh nara
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIMHBI:

AyauTopuu I TIPOBEACHUS JICKIIMA , CEMHUHAPCKUX, JIA0OpaTopHBIX 3aHsATHH: 3/317,
2/246.

Ayautopus 2/240 yKOMIUIEKTOBaHA CHCIHATM3UPOBAHHOW MeOeblo, y4eOHON JTOCKOM,
UMEIOTCS MYJbT MYJbTUMEAUNHBIE CPEACTBA: KOMIIBIOTEP W MPOEKTOp; HCIONb3YIOTCA
MynbTUMeANITHBIE TexHonoruu. MS Office, Internet Explorer, Power Point, MS Excel.

Hcnonb3zyeMble TEXHUUECKHE CPECTBA!

- cucTeMa 3aliuThl KOHGUISHIMATbHON HHpOpMALK U TEPCOHATBHBIX TaHHBIX «Secret
Disk;

- 3JeKTpOHHBIH 3aMOK "C0060b";

- TIepCOHAJIbHBIC CPEJCTBA AyTCHTU(DUKAIMH U 3alUIIEHHOTO XpaHeHUs JaHHbIX - USB-
KJIIOUM U cMapT-KapTel eToken;

- cucrema 3ammThl oT HCJI «Dallas Lock»;

- MEepPCOHAIBHOE CPEACTBO KpunTorpaduueckoi 3amutbl nHbpopmarmu «LHUTTKA;

- IPOrpaMMHO-AIMapaTHIA KomIuieke VipNet».

13. CIIEHUAJIBHBIE YCJIOBUA JJIS1 OBYYAIOLHINUXCA
C OTPAHUYEHHBIMU BO3MOKHOCTAMU 310POBbsA

B cnywae HeoOXogummocTH, OOyYalOIIMMCS €3 YWCIA JIMI C OTPAaHHYECHHBIMH
BO3MOXXHOCTSIMU 3JI0pOBBsl (110 3asBICHUIO OOydYaloIIMMCSl) MOTYT MpeasiaraTbCsi OJHU U3
CJICAYyIOIUX BapUaHTOB BOCIIpUATUA HH(bOpMaLIHH C YUYCTOM HUX HHIAUBHUAYAJIBbHBIX
NCUX0(U3UUECKUX BO3MOKHOCTEH:

— Uil JUI] C HapyuleHHWeM 3peHus: B (opMe DIIEKTPOHHOTO JIOKyMEHTAa,
WH/IMBU/yaJIbHbIE KOHCYJBTAIlUU C MPUBJICYCHUEM THU(IOCYPIOTIEPEBOAUNKA, HHANBUYATbHbIC
3aJJaHus U KOHCYJIbTalUs;

— JUIsl JIML ¢ HapyLIeHHEM cliyXa: B popMe 3JIeKTPOHHOTO JOKYMEHTA, HHAWBUyallbHbIE
KOHCYJIbTallun C IMPUBJICYCHUCM CypAoIICpCBOAYMKA, HWHAWBHUAYAJIbHBIC 3alaHuA )41
KOHCYJIbTaIHS;

— JUIsl UL C HapyLIEHHUEM OIMOPHO-IBUTATENILHOTO ammapara: B (popme 31eKTPOHHOTO
JIOKYMEHTa, MHAUBUAYaJIbHbIE 3alaHUA U KOHCYJIbTaIlUs.

B cnywae HeoOXOOMMOCTHM  HCMONB30BaHUS B  Y4yeOHOM MpoIecce YacThd-
HO/HMCKITIOUUTENBHO JUCTAaHIIMOHHBIX 00pa30BaTENIbHBIX TEXHOJOTUH, OpraHu3anus padoThI
[MIIC ¢ obyuaromumucs ¢ OB3 u mHBamMAaMu mpeaycMaTpuBaeTcs B AJICKTPOHHOU HMH(POpMa-
IIMOHHO-00Pa30BaTENLHON CPEie ¢ YYETOM MX MHIUBHAYaIbHBIX NMCUXO(PU3UIECKUX OCOOCHHO-
CTeil.

3
P&BPRG{JT‘IHO B, aill JoueHT Kadenpsl Mpannos Awnjpeit Muxaiinosny
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Kadenpoi
I. Bnecenue W3MEHEHUN B ILII. B) | AnnpeeB A.C. : 12.04.2023
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UH(POPMALIMOHHO-CIIPABOYHbIE cUCTeMBI 1. 11 /
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Hpnnoxenne 1
0) lporpammuoe obecneuenne: MoitOduc Cranmaptaerii, AnpT Pabouas cranmms 8.
8) Ilpogheccuonanvrvle 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBLE CUCTIEMDL
1. D1eKTPOHHO-0HUOJIMOTEYHbIE CUCTEMBI:
1.1. Lludposoii oOpazoBatenbHblii pecypc [PRsmart : anexTpoHHO-0MOIMOTeUHast CUCTEMa : CaiT /
00O Komnanus «Aii [Iu Ap Meauay. - Capatos, [2023]. — URL: http://www.iprbookshop.ru. —
Pexxum mocTyna: Jyisi 3aperucTpup. Nojb30oBaTeNe. - TeKCT : 2JIEKTPOHHBIH.
1.2. O6pasoBatensHas miathopma FOPANT : 06pasoBaTeNbHbIil pecype, SeKTPOHHAs GHOIMOTEKa
caittr / OO0 Dnexrponnoe u3natenbetBo «IOPANTY. — Mocksa, [2023]. - URL: https://urait.ru. —
Pexxum goctyna: anist 3aperucTpup. Mojap30BaTene. - TEKCT : 3eKTPOHHBIMN.
1.3. baza nanubIx «OnekTpoHHas oudmmoTeka Texanaeckoro BY3a (OBC «KoucynbTaHT cTyneHTay)
: AIEKTPOHHO-OnOmMoTeuHas cucrema : caiit / OO0 «Ilomurexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyna: s 3aperucTpup. MoJb30BaTeIICH. —
TekcT : 2JeKTPOHHBIN.
1.4. KoncynbTanT Bpaya. DIeKTpOHHAs MeAMLIMHCKas Onbanoreka : 6a3a naHubix : caidt / OO0
«BpIcmIas 1IKoJla OpraHU3alyy U yIPaBIeHUs 31paBooXpaHeHneM-KoMIIeKCHbIN MeUIUHCKHIA
KoHcanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum goctyna: ajs
3apETUCTPUP. MOJTB30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.5. Bonpuras MmeaumHCKast OMOIMOTEKA : AIEKTPOHHO-O0MOIIMoTeyHas cucremMa : caiit / OO0
«bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma: as
3apETUCTPUP. MOJIb30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.6. OBC Jlansb : anekTpoHHO-O0MOIMoTeuHas cucreMa : caiit / OO0 DBC «Jlanby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum noctyna: ajs 3aperucTpup.
nosib3oBaTeneil. — TeKCT : 3eKTPOHHBIM.
1.7. 9bC Znanium.com : 3JeKTpOHHO-01OIMOTeuHas cuctema : cailt / OO0 «3nannmym». - Mockaa,
[2023]. - URL: http://znanium.com . — Pexxum goctymna : i 3aperucTpup. nonb3osareneil. - Teker :
3JIEKTPOHHBIN,
2. Koncyasrantlliaroc [DnexkTpoHHBIN pecypc]: cipaBodHas npaBosas cuctema. / OO0
«Koncynperant [Imoc» - DnextpoH. aad. - Mocksa : Koncynsrantlmroc, [2023].
3. ba3bl JaHHBIX IEPHOUYECKUX U3TaAHMIA:
3.1. eLIBRARY.RU: nayunas snextponHas oudimoreka : caidt / OOO «Hay4nas DnexkTpoHHas
bubmmotekay. — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum mocTyma : 1j1s aBTopus.
Moab30BaTeNeN. — TeKCT : 3IEKTPOHHBIN
3.2. Dnektponnas 6ubanoreka «M3mgarensckoro noma «I'pedennukoBy (Grebinnikon) : anekTpoHHAs
o6ubamnorexa / OO0 U] «I'pebennnkon». — Mocksa, [2023]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexwum moctyna : 1uist aBTOpuU3. MoJib30BaTeNne. — TeKcT :
SNIEKTPOHHBIN,
4. ®enepanabHasi rocyaapcTBeHHasi nHpopManuoHHnas cucrema «HanmonaabHasi 3J1eKTpOHHAsA
0uGamoTeKay : dIIeKTpoHHas oubnmoteka : caiit / ®I'BY PI'B. — Mocksa, [2023]. — URL:
https://H30.pd. — Pexxum gocTtyma : ajis mojab3oBaTesiell HayqIHoi OuOmmoTeku. — TekcCT :
3NIEKTPOHHBIN.
5. Poccwuiickoe oOpa3oBanue : ¢peaepanbubiii moptan / yupeaureiab PIAY «OUITO». — URL:
http://www.edu.ru. — TekcT : 3JEeKTPOHHBIH.
6. DaexTpoHHas Oubamoreynas cucrema Yal'y : mogyns «OnekrtpoHHas 6ubinorexka» ABUC
Mera-ITPO / OO0 «/lata Dxcnpeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum noctynaasns
noJjb30Bareneil HayuHoi OubinoTeku. — TeKCT : 3eKTPOHHBIH.
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MpunoxkeHue 2
6) NporpammHoe o6ecneyeHmne: MonOduc CtaHaapTHbIN, AnbT Paboyasa ctaHuma 8.
8) [Ipogheccuonanvhvie bazvl OGHHBIX, UHDOPMAYUOHHO-CNPABOYHBLE CUCTHIEMbL

1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:
1.1. Ludposoii o6pazoBaTenbHbIi pecypc IPRsmart : snekTponHo-0nbIMoTeUHAS cCHICTEMa

cair / OOO Kowmnanus «Ai Ilm Ap Mengua». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
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